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Finding GTN-002: Stored Cross Site Scripting (XSS)

Severity: High

Vendor of the product: MDaemon Technologies

Product: SecurityGateway for Email Servers

Version: v8.5.2 (64 bit)

Researcher: Pankaj Kumar Thakur (Green Tick Nepal Pvt. Ltd.)

Details of Vulnerability:
The payload “’><script>alert(123)</script>" was submitted with GET Request. The HTTP response appears to contain the output from the
injected payload, indicating that the payload was executed successfully on the server.

Impact:
XSS attacks can expose the user's session cookie, allowing the attacker to hijack the user's session and gain access to the user's account,
which could lead to impersonation of users.

Evidence:
Inject XSS payload while creating rule
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Now visit

http://localhost:4000/SecurityGateway.dllgview=rules list gjaox&loadData=1

© localhost

J\envelope\"]; if blacklisted \"ip\" { error \"530\" \"A
' \"envelope\"]; if allof(not whitelisted \"ip\") { if ip :is \"co
ne:"PTR DNS lookup".seript:"require

nt:2,enabled:1,scope: 1 readonly:1,name:"Blacklist”,script:"
Fent:2 enabled:1,scope: 1 readonly: I,name:"HELO DNS loo
:1.readonly: 1, name:"Secure and authenticated port rules",sc

var scripts = []: scripts.push( {1d:28,domainid:0,event: | ,enabled: | ,scope: 1 .readonly: localhost:4000 says
scripts.push( {1d:37.domainid:0.event:1 enabled:0.scope:1.readonly: .name:"Locatid
disconnect \"5301" '*."Access denied due to the location sereening policy.\": | }"}); s{
[\"securitygateway\".\ \",\"envelope\"]; if allof(not ip \"des\") | if
[\"securitygatewa "] if blacklisted \"ip,host\" { &
[\"securitygatewa envelope'"]; if not lookup \"helo\" \"resd
[\"securitygateway' \ W\ "envelope\"]; if allof(port :is 465,not ip \ port :is 587,not auth \"succeeded\") | disconnect \"501\" \"Mu
this port\"; }"}): scins push( 1d 8,domainid:0,event:3,enabled: 1 ,scope: 1, readonly: | ,name:"Dynamic Scwenmg Jseript:"require [\ secumt} gatewaxa Al I‘E_]eCt " \"fileinto\",\"envelope\"]; if allof{not Whitelisted \"ip,1
"‘succeeded "not ip \"des\") { dynamicsecreen; }"}); scripts.push( {id:16,domainid:0,event:4,enabled:1,scope:1 readonly: 1 name:"Invalid Sender" script:"require [\ secuur} gateway'. "envelope

" \"reject\"\"fileinto\
\"succeeded\",not ip \"des\") { if verify ”fromdomalu " | if verify \"fail from\" { error \"450\" \"=$SENDERS=, Unable to verify sender\" | elsif not verify \"from\" { reject \"<SSENDERS=, Sender mﬁmo“n "11
scripts.push( {id:10,domainid:0.event:4,enabled:0.scope: 1, readonly: 1 .name:"IP Shield".script:"require [\ secumtvgate\\a\ A" "reject " "ﬁlemto " \"envelope' ”] 1f'1110f[not ip "des "] | if not 1pshleld { error "'iﬁS W

Suggested Remediation:

e Sanitize all the user supplied inputs before executing them. Your application code should never blindly output the result of input
data received without validation.

e URL encoding must be done before inserting untrusted data into HTML URL parameter values.

e JavaScript encoding must be done before inserting untrusted data into JavaScript data values.

e Encode CSS scripts and strict validation before inserting untrusted data into HTML style property values must be done.


http://localhost:4000/SecurityGateway.dll?view=rules_list_ajax&loadData=1

